SSD7103 NVMe RAID Controller
macOS Installation Guide
(Bootable RAID)

Version 1.00
Copyright © 2020 HighPoint Technologies, Inc.

All rights reserved.



R @ VT oV 1= OO RSPR T TSOUR PP 3
2. PIEIBOUISITES ..ottt ettt b et b bbb bbbt b e b e e bbbt b b e bt bt b e bbb et e e b et st bbbt e s 4
3. Apple T2 security Chip-Disable Secure boot and allowed boot media..........cccoovreriniiicieniieicceen 5
Disabling Secure Boot and Allowed BOOt Media ..........ccoveiieiiiiiiiiieeee e 5
4. INStall MACOS 10 the SSDTL03.......eeeiieie ittt et be bt e e et e beseesbesbeaseeseebenbesbesbesneeneas 6
5. Boot macOS after Cloning the BOOT DIV .......c.cceiiiiiiiicieie sttt s 7
6. THOUDIESNOOTING. .. .etiictiiteiet bbb bbb bbb bbb bbb bbb bt r 8
1.  The startup disk is not visible in the Startup Manager...........ccccvviveieienene s 8
Problem: The RAID array that is hosting the cloned boot volume is not recognized by Startup
1Y =TT To =] PP P PP TRPPPR 8
2. A RAID1 array cannot be set as the default boot driVe ... 9
Problem: macOS displays an error when setting a RAID1 array as the system’s default startup item:
........................................................................................................................................................................ 9
F A o] o 1=] o ) T TP P TP U PP U TP PPTPETPTPRPPPPRION 10
Collecting the WebGUI INTOrMALION .......ccooiiiiiiiicice ettt 10
COlIECTING ThE SIP STALTUS ....c.veviitiieiiici et b bbbttt b bbb 10
Collecting the driver status and VErsion SCreENSNOLS ...........cccceiiiiieeie e 10

COlIECTING SYSTEM LLOGS -+ evtrvetetesteieete sttt ettt ettt b bbbt eb ettt b bbbt bbbt bbbt st 11



1. Overview

This guide includes important hardware/software requirements, installation & upgrade procedures,
and troubleshooting tips for using the SSD7103 NVMe RAID controller with a macOS operating

system.

Prerequisites
This section describes the base hardware and software requirements for the SSD7103 NVMe RAID
controller.

Cloning the Boot Drive to the SSD7103 RAID Array
This section described how to clone an existing macOS boot drive to an array or NVMe SSD hosted
by the SSD7103 NVMe RAID controller.

Driver Installation
This section covers driver installation and driver upgrade procedures for the SSD7103 NVMe RAID
controller in a macOS environment.

Troubleshooting

Please consult this section if you encounter any difficulties installing or using the SSD7103 NVMe
RAID controller with a Mac platform. It includes descriptions and solutions for commonly reported
technical issues.

Appendix
This section describes how to collect trouble shooting information for support cases you have
submitted via our Online Support Portal.



2. Prerequisites

1)

2)

3)
4)

5)

6)

Make sure at least one NVMe SSD’s has been installed into the HighPoint NVMe controller or
enclosure. The driver will not install properly unless NVMe SSD’s are detected by the hardware

environment.

Identify the system as either T2 or Non-T2 based — if the system has a T2 chip, make sure to

follow section 3 before attempting to install any software for the HighPoint NVMe device.
The SSD7103 RAID controller must be installed into a PCle 3.0 slot with x16 dedicated lanes.
Required Operating System Support: macOS 10.13 or later

Note: macOS cannot be installed directly to an array or NVMe SSD hosted by the SSD7103
controller — you will need to clone the existing OS to the array/SSD — this guide describes how to

use Carbon Copy Clone to complete this procedure

Before installing the driver and RAID Management software for a non-bootable configuration,

you should log into the system as a System Administrator.



3. Apple T2 security Chip-Disable Secure boot and allowed boot
media

Secure Boot must be disabled on the following products:

Learn more About the Apple T2 Security Chip: https://support.apple.com/en-us/HT208862
iMac Pro

Mac Pro introduced in 2019

Mac mini introduced in 2018

MacBook Air introduced in 2018 or later

MacBook Pro introduced in 2018 or later

You can also use System Information to learn whether your Mac has this chip:

1. Press and hold the Option key while choosing Apple (I /) menu > System Information.

2.
3.

In the sidebar, select either Controller or iBridge, depending on the version of macOS in use.
If you see "Apple T2 chip" on the right, your Mac has the Apple T2 Security Chip.
@ @ MacBook Pro
¥ Hardware Controller Information:
ATA .
Audio Mode] Name: . Apple T2 chip
Firmware Version: 15P6613
Bluetooth Boot UUID: A2CE8882-3D97-40F5-A382-2C9AE89EQ50D

Camera

Card Reader
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channel
FireWire
Graphics/Displays
Hardware RAID
Memory
NVMExpress

PCI

Parallel SCSI
Power
Printers

SAS

SATA/SATA Express

SPI

Storage
Thunderbolt

use

& John's MacBook Pro > Hardware > Controller

Disabling Secure Boot and Allowed Boot Media

1)

2)

3)

4)

Restart the computer and then press the Command + R keys simultaneously. Keep
holding the keys down until the Apple Logo appears.

When the menu bar says: “macOS Utilities”, you have booted into Recovery mode.
Launch the Startup Security Utility application by selecting it from the Utilities menu.

[F"®  macos Utilities  File Edit VTR Window

ﬁ Startup Security Utility .

& Network Utility
A dialog box will appear, telling you that you will need to authenticate as an
Administrator to make changes, click the Enter macOS Password... button.

ez Startup Security Utllity B — |
Authentication Needed.

You will nead ta icate s an Admini to change the boot
security sattings.

| Enter macOS Password... I

When the Startup Security Utility window appears, select No Security under the Secure
Boot options.


https://support.apple.com/en-us/HT208862
https://support.apple.com/kb/HT203001

(@ Startup Security Utility i i

A~ Firmware password protection is off.

u b Turn on a firmware password to prevent this computer from starting up from a
t different hard disk, CD, or DVD without the password.
fe 2l

Turn On Firmware Password...

Secure Boot

OFuII Security

Ensures that only your current OS, or signed operating system software currently
trusted by Apple, can run. This mode requires a network connection at software
installation time.

Medium Security

Allows any version of signed operating system software ever trusted by Apple to run.

© No Security

Does not enforce any requirements on the bootable 0S

Allowed Boot Media

Disallow booting from external or removable media

Restricts the ability to boot from any device not protected by the T2 such as USB and
Thunderbolt drives or internally connected PCle or SATA drives.

© Allow booting from external or removable media
Does not Tgstrict the ability to boot from any devices.

5) Select Restart from the Apple menu to restart your Mac, and wait for your normal
Desktop to appear.

4. Install macOS to the SSD7103

1) Boot into macOS, install the SSD7103 driver and WebGUI (guides are available from the Software
Downloads and Resources pages).

2) After the driver and management software are installed, start the WebGUI management software and
create a RAID array.

3) Use ‘Disk Utility’ to format/partition the array (example shown below):
@ Disk Utility

View Volume First Aid Partition Erase Restore Mount

Internal

: =5 . .
v [ APPLE SSD APOZSEM Media (., Crase “HPT DISK 4.0 Media™?

Erasing "HPT DISK 4_0 Media" will permanently erase all data stored

v £} aigo U350 Media

[] NO NAME Cancel Erase
Q HPT DISK 4_0 Media ey Lucavon: TXweal | Capacity:

Connection: PCI-Express Child count:

v E Container disk1 on it. You can’t undo this action.
E Macintosh HD
£ Macintosh HD - Data Name: | RAIDO |
B os.2 Format: Mac OS Extended (Journaled)
External Scheme: GUID Partition Map B

Dartitian ban. Mas Cunnartad | Tuma:

4) Clone the internal boot disk to the RAID array using Carbon Copy Cloner 5’



https://www.highpoint-tech.com/USA_new/series-ssd7103-download.htm
https://www.highpoint-tech.com/USA_new/series-ssd7103-download.htm
https://www.highpoint-tech.com/USA_new/series-ssd7103-resource.htm
https://bombich.com/software/download_ccc.php?v=latest

5) Open ‘Carbon Copy Cloner’. SOURCE = Select the disk you need to clone (the disk that contains the a

bootable version of macOS). DESTINATION = select the RAID disk that you created using the EFI
interface, then click ‘Clone’:

5Te R r— Carbon Copy Cloner

. - =re U
Show Sidebar Preferences New Task T
Task Plan

Task History
CCC witl copy Macintosh HD to RAIDO. Only items that have been modified since the last backup task will be copied.

Barring any hardware compatibility problems, the destination volume should be bootable.

Last Run: Never

Next Run: This task will run when you click the "Clone* button

% Click here 10 configure the task to
run automatically.
e | \ g MES
' — | | 1 '
- - la
2
— Sl
Macintosh HD RAIDO No schedule specified
324268 use
Y cooy auFiles <] ©  satetyNetOn I°] @ Dont send emai %]
Moditied and deleted fies wil be
cached a5 space afows on the
destination
(I AOVANCED SETTINGS ] 7

CCC's documentation and videos
wil help you Qot started with your

Cilck here to rum your task
first backup task. b

6) After cloning is complete, reboot the system.

Boot macOS after Cloning the Boot Drive

1) When the cloning procedure has completed, restart your Mac, then immediately press and hold the
Option (Alt) keys.

2) Release the Option key when you see the Startup Manager window

3)

Select the RAIDO disk, then click the arrow under its icon, or press Return.




6. Troubleshooting

1. The startup disk is not visible in the Startup Manager

Problem: The RAID array that is hosting the cloned boot volume is not
recognized by Startup Manager;

This problem can occur if the ROM file is not loaded. To resolve this issue, access the Startup
Security Utility and check the following:

a) Restart the system, and press “command+R” to enter system recovery mode;

b) Select Utilities from the top menu, then choose Startup Security Utility.

® macos Utilities File Edit MU Window

- Terminal

c) Set Firmware password protection to OFF.
® Startup Security Utility

I Firmware password protection is off. l

Turn on a firmware password to prevent this computer from starting up from a
1 different hard disk, CD, or DVD without the password.

Turn On Firmware Password...

d) Restart the system, and press and hold the option key to enter the Startup Manager window.

e) Press and hold the Option-Shift-Command-Period keys for 10 seconds, then select the boot
drive:




2. A RAID1 array cannot be set as the default boot drive

Problem: macOS displays an error when setting a RAID1 array as the system’s
default startup item:

Q
slect the syste You can’t change the startup disk to the
selected disk.
e 3 Running bless to place boot files failed.
10136 m f-’
macO0S, 10.13.6

‘ou have selected macOS, 10.15.2
n the disk "HPTRAID1." Restart...

To resolve this problem, try the following:

a)

b)
c)

d)
e)
f)

Shut down the system and remove the SSD7103 controller. Remove all SSD/s from the SSD7103,
except the SSD’s hosting the RAID 1 array.

Reinstall the SSD7103 into the Mac system and power on the system.

After rebooting, try setting the RAID1 array as the default startup item — macOS should no longer
display an error.

Shut down the system once more and remove the SSD7103.

Reinstall all of the SSD’s into the SSD7103, and then reinstall the SSD7103 into the Mac system.
Power on the system; it should now be able to boot from the RAID 1 array.



Appendix

When submitting s support ticket via our Online Support Portal, the following information will help our
Support Department diagnose and resolve your issue as quickly and efficiently as possible.

If you encounter any problem while collecting this information, please contact our Customer Support
Department:

Web Support: http://www.highpoint-tech.com/websupport/

Collecting the WebGUI information

Please take screenshots of each Tab (such as Physical, Logical, Event, etc.) and upload these to your
support case. In addition, check the Event log tab and save a copy of the current log — please upload this to
the support case.

Collecting the SIP Status
Open Terminal and enter the following command:
csrutil status

Please take a screenshot and attach it to this support case (see example below — the setting is enabled in this
case):

@ @ D test — -zsh — 80x2

Last login: Sat Oct 12 16:02:36 on ttyseee
estPtestsMB20181015 ~ % csrutil status
Eystem Integrity Protection status: enabled.
test@testsMB20161015 ~ % |

Collecting the driver status and version screenshots

1) Click on the Apple logo located near the upper left-hand portion of the Desktop, and select
“About this Mac”.

2) Click on Extensions, and then click on HighPoint NVMe entry — please take a screenshot and
attach it this support case (see the example below)

o o o
SATA/SATA Express Extension... Version Last Modified Notarized Loaded Obtained from
zzmge FireWireStorage 489.80.2 1/9/20, 10:33 PM Yes No Apple
Thunderbolt FWPreferredPro 489.80.2 1/9/20, 10:34 PM Yes No Apple
use GeForce 14.0.31 1/9/20, 10:38 PM Yes No Apple

¥ Network HFS 522.09 1/9/20, 9:30 PM Yes Yes Apple
Firewall HFSEncodings 1.0 1/9/20, 9:29 PM Yes Yes Apple
Locations HighPointNVMe 1.1.10 1/2/20, 12:38 AM Yes Yes Identified Developer
Volumes initioFWBridge 489.80.2 1/9/20, 10:33 PM Yes No Apple
WWAN Intel82574L 272 1/9/20, 9:35 PM Yes No Apple
Wi-Fi
¥ Software HighPointNVMe:

1 Accessibility Version: 1110 7
Applications Last Modified: 1/2/20, 12:38 AM
Developer Bundle 1D: com.hig int-tech. kext.HighPointNVM:

Disabled Software :;’a‘:::’“: z::

Extensions Obtained from: Identified Developer

Fonts Kind: Intel

Frameworks Architectures: x86_64

Installations 64-Bit (Intel): Yes . _ _ .

Language s rogon LaxEtem L o

Legacy Software Load Address: 18446743521891820000

Logs Loadable: Yes

Managed Client Dependencies: Satisfied

Preference Panes Signed by: O P Inc (C 2),

DA i ighPoint Tecl i
o PGS 0%, Developer ID C%li!icalion Authority, Apple Root CA


http://www.highpoint-tech.com/websupport/

Collecting System Logs

1) Please attach a copy of the /var/log folder to your support ticket.
To locate the /var/log Folder: 1. Go to Applications — Utilities — Console:

. .
< oo . o Q
Favoritos
& Recents 0
Activity Monitor AirPort Utility Audio MIDI Setup Bluetooth File
Exchange
Digital Color Disk Utility
Meter

2) On the left side of the Console application, right-click on the /var/log folder and select Reveal in

Finder:
L N Console
o 44 & M
Now  Activitles Clear  Reload Info Share
m Error and Fauits
Devices CDIS custom LANGUAGE=on
(21 10.13.4's IMac STy
dally.out
Reports disploypolicyd.stdout.log
[ Mac Analytics... :c"-“"""""
{77 System Reports m:;:ﬁ:: w
) User Reports monthly.out
tom.
B system.og ! :::uml::.o.gz
» (3 ~Library/Logs ! system.log 1.9z

I gystom.log 6.9z



3) You should then be automatically directed to the log folder in the var directory. Please remember
when sending the folder to zip file, you should first direct it to a separate location (such as the
desktop).

e o var
n mm By & ™ 1

Favorites agentx at audit backups
) AirDrop
@ Recents ) E— E—— ey
< iCloud Drive . . ) o
7 Applications empty folders install jabberd
7] Desktop
[rv 2 e o — (=—r— (—p—\
° Downloads

<

Dm“ 5 ma mad msgs

£} Remote Disc

4) In addition to /var/log Folder detailed above, please attach a copy of the errlog.txt file:

a. Open terminal and type the following, then press Enter:
log show |grep kernel > hptsyslog.txt

o0 e & test — errlog.command — 69x17

Last login: Tue Dec 11 PB:E7:48 on ttysPep
fUsers/test/Desktop/errlog.command ; exit;

tests-iMac2@17:~ testd /Users/test/Desktop/hptsyslog.command | exit;
HighPoint Collect system log for Mac v1.0.8

Make sure you want to collect system log, press enter to continue.

Collecting system log..

hptsyslog.tgz created, you can find it under:/Users/test

Saving session...

...copying shared history...

..8aving history...truncating history files...
co.completed,

[Process completed]l]

5) Please attach the hptsyslog.txt to your support ticket.



